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AWS S3 bucket publicly readable
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1. Log in tothe AWS Console
2. Navigate to the 'S3' service
3.Click on the §3 resource reported in the alert
4.Click on the "Permissions’ tab
5.1f Access Cantrol List s 5et to Public follow the below steps
2 Under ‘Access Control List’, Click onEveryone’ and uncheck all items
b.Click on Save changes
6.1f "Bucket Policy’ is set to public follow the below steps
2 Under ‘Bucket Policy, Select ‘Edit Bucket Policy’ and consider i explicit'Principal’ ility to GET/LIST obi i 53 bucket. You may also want limit the 'Principal’ ability ific GET/LIST functi ithout

If ‘Bucket Policy is not required delete the existing Bucket Policy.
b.Click an Save changes

Note: Make sure updating ‘Access Control List' or ‘Bucket Policy’ does not affect 53 bucket data access.
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