This manual is intended for users who have already been using
IntraSSL services.

Need to be Run as Administrator:
This reinstallation requires Administrator privileges for installing
IntraSSL applications.

Install an Antivirus Software:

Please make sure you have an Antivirus Software installed on PC.
Otherwise, you will receive an access denied error.

(e.g “Access denied by Security page check®)

IntraSSL (VPN) Connection Process:

This Manual contains the process until when to connect IntraSSL
[Virtual Private Network (VPN)] .

Once you have finished setting that up, your VPN connection is
ready to work.

Please kindly confirm whether you are able to use the published
application via IntraSSL.

The supported OS,browser version of the IntraSSL service is as
follows:
https://www.d-cruise.jp/service/network/intra/ssl/en/os_en.html
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An overview of the replacement process

Do you need device authentication to use an application?

Yes

[ STEP1 ]

Confirmation of Registration Information

Is there any change in the
registered information?

[ STEP2 ] No need
to update

Update Registration
Information

[ STEPa &

Reissue a Certificate

(stev <~

Install a Certificate

51 ) <>

No

N

Software installation and Connect to IntraSSL

-

Congratulations! Your IntraSSL installation is complete.
Try connecting to several published applications!
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®Notes

* This procedure is intended for users who using applications that
require device authentication.

Please see this procedure if you replace your PC.

*Your ID is only available on devices that have completed the

certificate re-installation. (The IntraSSL cannot be connected to multiple
devices from a single ID simultaneously)

* After completing this procedure, you will not be able to use the IntraSSL
from the originally connected device.

€ Check Your Registration

(1) Open a browser (Microsoft Edge).
In the address bar, type the following URL and then click “Enter”

https://da-ssl.d-cruise. jp/

Notice: Please enter the URL correctly.

(S

Do you want to install this software?

Marne: PentioPkIToken.cab

Publisher: Pentio Company Limited

E] More oplions

Install ] I Don't Install ]

] While files fram the Internet can be useful, this file type can potentially harm
o wour computer, Only install software From publishers you trust, What's the risks
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(2) Connection ID = IntraSSL ID currently in use
Password = IntraSSL Password currently in use

[ [ TS

O I Fi—¥Os1> VAl

(3) Please check the information at the top of information at the top of the
page after logging in. (It is the red frame part in the figure below.)

‘A Pentio PrivateCA Gléas | Pages for MatsudaTomokatsu - Microsoft Internet Explorer El@'g|
Fie Edt Wew Favortes Took Hep *

Q- © M @ G P Prrome @ 2- 5133

dess | ] https:jda-ssl.d-cnuse.ipfen/homef v Be 1 »
[ i 2
WY SYsTEMS

[Pages for  ****** | Ol

& User information

P User

Phame.  wEEE » Comparry : Toyata Digital Cruise Incorporated
> Connection ID: **¥  @global » Department

> Emall address xxE

ertificate information

*Valid certificate (Toyota Digital Cruise CA)

Serial number H Issued to : Starting date ; Expiry date i Download

509 ***  mglobal 2009102124 11:32 2029102124 11:32 Download certificate

£] pone 5 @ Ineemet

The next step will be different depending on the result of confirmation.
If you do not need to update your information ===========-« Pg(STEP3)

If you need to update your information ===========xexexuxs PB5STEPY)
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€ Update Registration Information

(1) Open

a browser.

In the address bar, type the following URL and then click “Enter”

https://g-ss|5. d-cruise. jp/

Notice: Please enter th

e URL correctly.

[Sl=1]

*If the following add-on screen is displayed, press “OK”.

Security Alert @

rl-o You are about to view pages over a secure connection.

gl

Any information you exchange with thiz zite cannot be
viewed by anyone else on the Web.

[l the future, do naot shaw this warming

| ok [ Mare Infa
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(2) Click “Help”. (It is the red frame part in the figure below)

IV svstems

Welcome to

Intra SSL

Username | | < The website of Windows10 >

Password | |

Sign Inl Help l

Please sign in to begin vour secure session.

manual of the site is here.

Supported O5/IE list of this website is here.

(3) Click “TDC Customer center”.
(It is the red frame part in the figure below.)

(2 SSL-VPM FAQ - Frequently Asked Questions - Internet Explorer — X
SSL-VPN FAQ - Frequently Asked Questions "

Last Update: 2012/05/14

About Password

1. ILforgotmy password
2. Why do I have to chanze my password at the initial access?

3. Iwas asked to chanze mv password. How often do I have to chansze v password?
4. Ifmv password is expired, what can I do?

5. How can I changze mv password?

[

About Password
.1 forgot my password.

Please contact TDC Customer Center and let us know your Company
IName, Mame, Contract Mo. and Connection [D (Username). We will initialize your password setting for youw

[ TDC Customer Center ]
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(4) Select “Other inquiry” , and then please press the blue button
after entering the required information.

2 http://www.fag.d-cruisejp/ssl_mailen/ - Internet Explorer

Inguiry

() Password initialization O Inquiry for cerification ther inquiry

Company

Name

E-mail address

Connection 1D

EBBAB

Click the radio button to the
left of “Other inquiry”.

“———_ Please enter the information
currently registered.

Text

/Monly the part yoy want to

=

Click the blue button after filling in all.

change in the text box.

B Required ltem:x1
*Connection ID (IntraSSL ID
currently in use)

H Optional fieldsx2
*Name

-Company name
*Department name
*E-mail address

%1 Please tell us your current ID to
confirm the registered information.

22 Please enter only the part where you
need to change the information.

If there is any change in the information, please refer to following and edit the content
you want to change. See “STEP1-(3)”

The information you have entered will be reflected in the “User information”.

*It will take 3 business days for the information to be reflected.

~ ~Template ~ ~

Please change the information of the
certificate contents.

Connection ID :
Name:
Company name:

Department name:
E-mail address:

Once your registration is processed, you will receive an e-mail
notifying the completion of registration to entered e-mail address.
When you receive the email, proceed to the next step!

7
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(1) Click “Request reissuance of certificate”

[ | padiol

User information

0]

$§ User information

¥ Unsr

% Certificate information

T st relssuance of cerificate, Please dick Te bumon below .

Pleass kg in and operale youl

Reques! ressuance of certicale

i Teryota Digital Crutse CA

(2) Once your registration is processed, you will receive an e-mail
notifying the completion of registration to entered e-mail address.
*You can find your registered email address on the “User information’

You will receive the following message from Helpdesk
Sender : CA Office <helpdesk@tns.toyotasystems.com>
Recipient : E-mail address on the “User information”
Subject : Receipt of Certificate

YYYY/MM/DD hh:mm:ss

Shipment:
The certificate will be reissue within 3 business days.

Note: When the certificate reissue has been completed,
you will become unable to access the IntraSSL from old device.

*The IntraSSL cannot be connected to multiple devices from
a single ID simultaneously.
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(1) Receive an email sent to an email address you entered at “STEP2-(4)”
in PC that can receive a mail. See Note.

Notes: (1) “STEPZ2” can be performed in another PC, instead of the

one you intend to install Intra SSL. If you want to install Intra

SSL to one PC and another to receive mails, perform

“STEPZ2” in the one to receive mails.

(2) We require 2 to 3 Working Days to issue you a certificate.

If you don’t receive the following email from PC Check

Certificate Authority a week later, please contact your PC
Administrator.

We acknowledge receipt of the following mail.

From : CA Office <helpdesk@tns.toyotasystems.com>
To : Email address you entered at “STEP2-(4)”.
Subject : Notice of Certificate Issuance for PC (xxxxxx@global)

Install a Certificate
- Start the browser with administrator rights

(2) Right-click on “Microsoft Edge” icon in the task bar.
Then, right-click on the pop-up menu and click “Property”

Open

Run as administrator

m | S T

Unpin from taskbar

Properties
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(3) Check “Run this program as an administrator”
in compatibility tab and OK

¥ Microsoft Edge Properties X
Security Do tails P g
General Shortout Compatibility

If this program isn't working correctly on this version ogmnaows.
try running the compatibility trouble shooter.

Run compatibility troubleshooter

How do | choose compatibility settings manually?

Compatibility mode
I:‘ Run this program in compatibility mode for:

Windows 2

Settings
Reduced color mode
&—hit (256 ) color
Fun in G40 x 430 screen resolution
Dizable fullzcreen optimizations
Run this program as an administrator

—
1

Change high DF| settings

E;Chanse settings for all users

Gancel Apply

(4) Restart the Edge browser

The popup below shows that IE mode run as Administrator.
Please close the popup.

Administrator Mode Detected

Close Microsaft Edge and relaunch in non-

administrator mode for best performance.

l:' Don't show me this message again.

Close Microsoft Edge

10
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Certificate Installation

. Certificate DL Tool Installation

(5) Start your browser (Microsoft Edge), type the following URL in the
address bar in the address bar and press the Enter key.

https://da-ssl. d-cruise. jp/

C M Q

T [<] Mew tab X

LA
]
nE]
r
2
IT
m

|| P

O IVF1I—¥0O51> [UA]

» Welcome to
A | Teminal Certificate Authority

» Connection

» password

D Change Password
M Click here for the manual

D Download the import app

(6) Click "Download the Import App" in the red frame.

11
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Certificate Installation
. Certificate DL Tool Installation

(7) You will be redirected to the following screen.
Install the Gléas Certimporter application.

s51x-rca (1688
Gléas Certimporter application installation instructions

STEP1 Download installer

Click the button below to download the Gléas Certimporter installer (SetupCertimporter.msi).

The message "blocked because it could harm your device." Is a message from a feature called Microsoft Defender
SmartScreen that prompts you to check if the file you are trying to download is at risk.

STEP2 Run the installer

If a message is displayed, do the following:

(8) Finally, restart Edge and proceed to the next step

STEP10 Restart Edge

When you start Edge again, the Gléas Certlmporter will be available.

* If you restart Edge before STEPS, you will not be able to use Gléas Certimporter. Be sure to restart Edge after STEPS.

12
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(9) Open https://da-ssl.d-cruise.jp on Edge browser.

https://da-ssl|.d-cruise. jp/

I [ MNew tab ¥ |+
G @ Q. Search or enter web address

(10) Connection ID(Username) > Re-enter the same Username (2) of STEP 1.
Password - Re-enter the same password as in (2) of STEP 1.

[ YA oS

O I Fi—¥nOs1> [UA]

» Welcome to
AJ Terminal Certificate Authority

Enter the items as shown above and
Click Login.

If the security warning dialog as
shown below appears, press “Install”.

Internet Explorer - Security Warning g]

Do you want to install this software?
Name: PentioPkIToken.cab
Fublisher: Pentio Company Limited

E]Mure options Install ] | Don't Install |

e wWhile files From the Internet can be useful, this file bype can potentially harm
vour computer, Only install saftware From publishers you trust, What's the risk?

13
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(11) The following message will appear on the screen.
Click Download certificate.

‘A Pentio PrivateCA Gléas | Pages for MatsudaTomokatsu - Microsoft Internet Explorer (| E
y
u

Fis Edt  Wiew Favorkes Took Help
N NN - fa, &
Qe - O [¢] B @ Pswr Jrromnes @) (2- 5[5 B

address | @] hitps: fjda-ssl.d-onuise.ipfenfhome/ v Bleo ks

| | |

[Pages for *=*= ] o) Click Download certificate.

User infermation

& User information

P User

e L > Company : Toyota Digital Cruise Incorporated
> Connection 0. **%  @glabal » Department

> Email address xxE

% Certificate information
ate (Toyota Digital Cruise CA)

Issued o

Download cerificate

***  mglobal

=3

& one X

Click “Yes”

VBScript: Information

°
\l‘) The certificate has finished downloading. Logout will now take place.

When the ‘finish download’ dialog appears
on the screen, it is the completion of a Certificate

installation. Click OK.

14
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Notice)

If the following screen is displayed,
check if Edge administrator privileges have been activated.

3T

[Q T —

& 1-YHEE
-y

M
> B

& MMAEEE

» RS ARE

*

"1 Toyota Digital Cruiss CA

» OAE

EhD =] EEASMY TYO-FTESHRELELE.

203201710

[ [ A

| EEREERALETT.

& 1—H1EH

P2

B 3
» BIEID

* EEPRE1EE
» SETHH TS

Toyota Digital Cruise CA

ORE

#252

HhEAR:

2038/0110

| [ iy

[> |8, Ndnl

SERE AR P AU

15
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Install a Certificate
. Remove administrator rights

note) This procedure should be done after importing the certificate

(12) Right-click on “Microsoft Edge” icon in the task bar.
Then, right-click on the pop-up menu and click “Property”

Open

Run as administrator

Unpin from Start

Unpin from taskbar

Properties I

(13) Uncheck “run as administrator” in compatibility tab and OK

% Micresoft Edge Properties x

Security Cretails P riggei .
Genaral Shortout Compatibility
Ifthiz program isn't working corre ctly on this version of Windows,

try running the compatibility troubleshooter,

Run compatibility trouble shooter

How do | chooge compatibility se thines manually?

Compatibility mode
D Run thizs program in compatibility mode for:

Windows 2

Settings

Reduced color mode
& -hit (256 colar

Fun in 640 x 430 screen resolution
|_|Di§ﬁh§ fullscre=n cptimizations

Run this program az an administrator

—
|-

Chanee high DPI settings

Gchanse settings for all users

Cancel Aeply

16
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Remarks

* This task is required only the first time.

* Username is available only in a PC to which you installed the certificate.
* If you want to use the ID in another PC, please contact the helpdesk
depicted in page 2.

Adding

Trusted Sites

(1) Click "Windows” Icon.

(2) Type “internet options” to open the setting window

O internet Dptions|

Best match

Control panel

Internet Dpﬂons‘

Note) If you can’t open it, type “inetcpl.cpl” instead and Enter.

Best match

i

Control panel item

inetcpl.cpl ‘

17
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(3) Click “Security” at Internet Option.

Internet Options ? X

@ Click Security.

Select 2 20ne to view or change security settings.

@

Internet Local intranet Trusted sites Rest ¥

Trusted sites
This zone contains websites that you
W' trust not to damage your computer or

your files
You have websites in this zone

N

Security level for this zone
Allowed levels for this zone: All
Medium
-Prompts before downloading potentially unsafe

mm  onent
-Unsigned ActiveX controls will not be downloaded

[[JEnable Protected Mode {requires restarting Internet Explorer)

Custom level... Defaultlevel

Reset al zones to default level

oK. Cancel Apply

(4) Choose “Trusted sites” and click “Sites”.

General | Secwrity |Privacy | Content | Connections | Programs | Advanced

Select a zone to view o change security setting

@ \

Internet Local intranet

Trusted sites T~

# This z0ne contains websites that you
W tustnot to damage your computer or

2 (1) Choose Trusted sites.
—— (2) Click Sites.

yaur flles.
You have websites in this zone.
Secrity [evel for this zone
Allowed levels for this zone: Al

Medium
-Prompts before downloading potentially unsafe

ontent
- Unsigned ActiveX controls will not be downloaded

["] Enable Protected Mode (requires restarting Internet Explorer)

Custom level...

Reset all zones to default level

18
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(5) Type https://g-ssl5.d-cruise.jp in the upper box and add it.

You can add and remove websites from this zone. All websites in

this zone will use the zone's security settings.

Add this website to the zone:
https://g-ssl5.d-cruise.jp Add | _— CI |Ck Add
Websites:
~ Remove
v

Require server verification (https:) for all sites in this zone

Close

(6) Check URL added to Websites, then click “Close”.

*fou can add and remove websites from this zone. All websites in

this zone will use the zone's security settings.

Add this website to the zone:
[ Add

B —— (1) Check URL.
(2) Click Close.

Websites:

ittps://g-ssl5.d-cruise.j

L] Remove

Require server verification (https:) for all sites in this zone

(7) Click “OK” and close Internet Option.

General | Security | Privacy | Content | Connections | Programs | Advanced

Select a zone to view or change security settings.

@ & v v

Internet Local intranet [ Trusted sites, Rest ¥
< >
Trusted sites
This zone contains websites that you
trust not to damage your computer or
your files.
You have websites in this zone.

Sites

Security level for this zone
Allowed levels for this zone: Al
Medium

- Prompts before downloading potentially unsafe
content
- Unsigned ActiveX contrals will not be downloaded

[]Enable Protected Mode (requires restarting Internet Explarer)

Custom level... Default level

Reset all zones to default level

19
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(8) Right-click on “Microsoft Edge” icon in the task bar.
Then, right-click on the pop-up menu and
click “Run as administrator”

Open

Run as administrator I

Unpin from Start

= Microsoft Edge

Unpin from taskbar

Properties

(9) Open the below URL in browser

https://g-ssl|b. d—cruise. jp/

I [ MNew tab ¥ |+
C @] @ s

reboAar anter vwieh adAdracc
arc or enter web address

1]

20
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(10) Type ID which you can see in the implement notice mail
and new password to sign in.

note) You can find your ID in details of lntra-SSL App ID registration notice|
Uppercase letters are different from lowercase ones.

' TOYOTA
SYSTEMS

Welcome to

Intra SSL

Username |

Password |

When you finish entering the Username and
new Password, please click the Sign in.

Sign In | | Help |

note) You may see a popup like this below, you can ignore it.

How do you want to apen this file?

B Look for an app ;m the Store

of Aways use this app 1o opan s fles

21
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(11) Wait until the loading finish.

IN SVerens

Loading Components...
Plaase wait. This may take several minutes.

& Host Chaschoer.

If an error pravents a componant from kading proparty. ¥4

I 75T

-

O, if you still believe that the application launcher is already installed, you can Try Again to find it.

(13) After download, open the file to install it.

Downloads

PulseSec

See more

L2

im

P Qe P

refpplauncher.ms

(12) When signing in for the first time, You need to download and
install the “App Launcher”.

note) When blocked, save the file clicking I'= = - | in the right of the message.

Drosvsmibaacs [ COR
gl ay 5 L = N
n - - | st 1= b & @ N
eep rlll-l I
Kswp
Eepaet Fug fle a3 undade
' L E L3 A

22
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(14) Click OK after the installation.

L

f i Pulse Secure Application Launcher has been installed
k. ¢ 4 successiully

o |

(15) When the page turns into the following,
and click “here” (the red square below).

nas mpieied ado dal 5N W Nese

b continue with the Pulse Secure launch.

Once you have completed the above steps, cligk HER
We recommend selecting "remember" Hesmmas s" during the Installation process.

Once the Pulse Secure application Is installed and started it will appear in your system tray.

z -

(16) The popup appearing, Check “Always allow ~” and open it.

This site is trying to open Pulse Secure Ap...ation Launcher.

https://g-ss15.d-cruise.jp wanis to open this application.

D Always allow g-ssl3.d-cruise.jp to open links of this type in the associated app

Open Cancel

23
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(17) Click “always” in the popup below.

Pulse Secure Application Launcher - Warning

Do you want to allow Pulse Secure to contact the server and/or download, install, execute
software from the server?

Server Name : g—ssla.d—cruise. jp
Product Name : Host Checker

(18) Wait until the installation finish.

Setup: Host Checker

Dawnloading Host Checker. Pleaze wait...

Dowrloading 2512080 of 2612081...

Cancel

note) Do Nothing in the page below.

IV 7T

56

If you know that the application launcher is not installed, skip the wait and download now

24
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(19) Click “always” in the popup below then wait until installation finish.

Server Name :

Product Mame :

Pulse Secure &pplication Launcher - Warning

g-sslb.d-cruise.jp
Pulze Secure

Always

Yes

Do you want to allow Pulse Secure to contact the server and/or download, install, execute
software from the server?

(20) Do Nothing in the page below.

IV 7T

If you know that the application launcher is not installed, skip the wait and download now

note) If you see the page below though you already installed the App Launcher,
click “Try Again” (red square below) .

IV SV

or,

if you still believe that the application launcher is already installed, you caf Try Again toffind i

25
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(21) When the installation is complete, you will see the following screen

that the installation was successful:
-you can find the green “S” mark at the lower right on the desktop.
*If you close the window, this connection has been continued connect to Intra SSL.

“ TOYOTA
SYSTEMS

Welcome to the TOYOTA SYSTEMS 551 VPN.

w7555 |
@ 1S Service Site (Japanese)
[ Password change manual
[&@ ATI Test Site

The symbol mark: Pulse Secure
This picture will appear on under the task bar.

Please try the connection according to the procedure of the contracted application.

How to disconnect from Intra SSL

(1) Right click the icon on under the task bar.

Right click

2215

@ AW o

(2) Click SA(g-ssl5.d-cruise.jp) > Disconnect

Open Pulse Secure

Misconnect l‘ SA( -55I5.d-|:n.|i5a.ﬂ:r} ¥
Exit

Suspend
| = -

26
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Table of Contents: FAQ

Contents Page
(1) What can | do when | cannot connect to Intra SSL at STEP 3? 31
(2) What can | do when application is unavailable? 32
(3) How can I re-install OS to PC for Intra SSL or transfer to 32
another PC?
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FAQ

(1) What can | do when | cannot connect to Intra SSL at STEP3?

1. Intra SSL Service page doesn’t appear on screen.

Please check the URL of Intra-SSL Service Page is correct.

https://g-ssl5.d-cruise.jp/

2. Whenever | entered Username and Password at Intra SSL Service Page,
‘Invalid Username or Password’ message pops up on the screen.

Username or Password you entered may be incorrect.
Please enter Username and Temporary Password described in Intra SSL Application

Username (Registration).

If it is not your first try to connect to Intra SSL, enter your new Password.

If you forgot your Password, please contact the help desk depicted in page 2.

3. When installing Intra SSL, the message dialog remains on the screen and freezes.

Fis Edt Vew Favodkes Took  Hep
- . L A
Qm ) (%] (B] o J e

Adcress | ] httges: ool d-onuise. i

? Favorkes %) - & .i'i

fathjurl_1 1 pwelcome. cof

EA" TOYOTA

vr,,

TOYOTASYSTEMS CORPORATION

Loading Components...
Please wait, This may take several minutes.
#® Host Checker

If an error prevents a compaonent from loading property, you can click here to continue. Not all functionality

Megotiating...
[

Negotating

e, Sign U

Please consult STEP 1 found in Installation Manual again.

4. Whenever installing or booting, the following security alert appears on screen.

3l Host Checker has failed - Microssft Internet Explarer

Fle £t View Favortes Took Hebp
Q- Q- [¥ A

" =
s | ] Wt h-sel - o 2

B ) seh <l Emeres ) (- o

£] Customize Urks ] Free Hotmad 8] Windows B0 Windows Markstplace ] Windows Medls ] Intra 550

' TOYOTA
SYSTEMS

s Your computer’s security is unsatisfactory

Your computer does not meet the fallowing secunty requrements, Please follow the mstructions below to fix these

problems. When you are done chek Try Again IFyou choose to Continne without fing these problems, you
may not have access to &l of your intranet servers

1 Cert Check en

Fleaze apply for a Certificate at

Try Again_| | Conlinue

L

S ® trternet

If Cert Check message appears on the screen;
Please consult STEP 2 found in Installation Manual again
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(2)_What can | do when application is unavailable?

If you cannot connect to systems after the completion of installation, and the following
message ‘The page cannot be displayed’ appears on screen, please make sure you be
connected to Intra SSL Service.

File Edit  ¥iew Favorites Tools Help

o=k -~ D [ [&] @0 0 search lp Favorikes €23 -

address | @] https: jfi-ssl.d-cruise jlf

@ The page cannot be displayed

The page you are looking for is currently unavailable. The Wweb
site might be experiencing technical difficulties, or you may need
to adjust your browser settings.

Please try the following:

- Click the refresh button, or try again later.
= If vyou typed the page address in the Address bar, make
sure that it is spelled correctly.
® To check your connection settings, click the Tools menu,
and then click Internet Options. On the Connections
tab, click Settings. The settings should match those
provided by vour local area network {(LAM) administrator or
Internet service provider (ISP).
= See if your Internet connection settings are being detected.
vou san set Microsoft windows to exarine your netwaork
and automatically discover network connection settings {if
vour network administrator has enabled this setting).
1. Click the Teols menu, and then click Internet
Options.
2. On the Connections tab, click LAN Settings.
3. Select Automatically detect settings, and then
click OK.
e Some sites require 128-bit connection security. Click the
Help menu and then click About Internet Explorer to
deterrnine what strength security you have installed.

[Check]
Check if the icon appears at the right bottom of the screen.

2215

2020/02/25

[The icon is absent]
You are not connected to Intra SSL Service.
Please check STEP 3 found in Connect to Intra SSL, so as to try again.

[The icon is present]

You are connected to Intra SSL Service.

Please check the application address (URL) you are currently using.

If it is correct, go on to contact the help desk for the application you are currently using.

(3) How can | re-install OS to PC for Intra SSL , or transfer to another PC?

Intra SSL installation and re-issue of Certificate are required.

For the re-issue of Certificate, please contact the help desk depicted in page 2.
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