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Note)This manual covers up to configuration of
VPN On-demand Connection.

Note)VPN On-demand Connection is available
only if you complete the procedure of
“Installation Manual on Intra SSL Service<iPhone>".
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For any inquiries, please contact

€ 24-hour consultation service

Customer Service Center, TOYOTA SYSTEMS
CORPORATION at helpdesk@tns.toyotasystems.com
(24 hours a day, every day)




An Overview of Configuration

& Caution

VPN On-demand Connection is available only if
you complete the procedure of "Installation Manual on Intra SSL

Service <iPhone>".

VPN On-demand Connection is provided only users of Authentication method®.

(1)Preparation(in case of unconfigured environment)

Configure "Installation Manual on Intra SSL Service <iPhone>".
(from [STEP1] to [STEP5] )

(2)Procedure of VPN On-demand Connecting Configuration

[STEP1]
VPN On-demand Configuration

[STEP2] "'

VPN On-demand Connection

et

Completion of Intra SSL Connection.
You are able to access each application.

[STEP3] "’

VPN On-demand Disconnection




[STEP1] VPN On-demand Configuration

(1)Tap the icon of "Pulse Secure" at home menu.
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(2)Tap the icon of "Configuration”.
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[STEP1] VPN On-demand Configuration

(3)Tap "Edit" at upper right in Configuration menu.

eeeeC docomo LTE 3:18 PM
£ puise Secure Configuration Edit
Global-SSL (Cert Authentication...

g-ssl3.d-cruise.jp/sm3

Intra-SSL (User & Cert Authenticati...

i-ssl3.d-cruise.jp/sm2

Intra-SSL (Cert Authentication Only)

i-ssl3.d-cruise.jp/sm3

https://i-ssl3.d-cruise.jp/sm1

https://i-ssl3.d-cruise.jp/sm1

Global-SSL (User & Cert Authentic...

g-ssl3.d-cruise.jp/sm2

Add new configuration

No Session

(4)Check the Correct URL for Intra SSL in Configuration menu,
then tap the icon of right side for the URL.

eeee0 docomo LTE 3:18 PM 25%

< pulse secure Configuration Done

Global-SSL (Cert Authentic...

>
g-ssl3.d-cruise.jp/sm3 |I
>

Intra-ooL (User & Gert A...
i-ssl3.d-cruise.jp/sm2

Intra-SSL (Cert Authentic...

i-ssl3.d-cruise.jp/sm3

https://i-ssl3.d-cruise.jp/...

https://i-ssi3.d-cruise.jp/sm1

Global-SSL (User & Cert...

g-ssi3.d-cruise.jp/sm2

Add new configuration




[STEP1] VPN On-demand Configuration

(5)Down at Edit menu, there is the switch at "Connect On Demand".
Tap the Switch. The status of "Connect On Demand" become "On".

eeeeC docomo LTE 3118 PM

Cancel Edit

Name Global-SSL (Cert Authenti...

URL g-ssl3.d-cruise.jp/sm3

Username
Authentication Certificate
Realm 0

Role ¢

Connect On Demand

No Session

(6)Scroll below Edit Menu.
Tap "Add new rule".

eseee docomo LTE 3:18 PM

Cancel Edit

Name Global-SSL (Cert Authenti...

URL g-ss|3.d-cruise.jp/sm3

Username
Authentication Certificate

Realm ()

Connect On Demand
Click to hide details

Domain and host names that will establish a VPN

@ Addnewrule

gl No Session

eeeeC docomo LTE 3118 PM

Cancel Edit

Name Global-SSL (Cert Authenti...

URL g-ssl3.d-cruise.jp/sm3

Username
Authentication Certificate
Realm Optional

Role (O

Connect On Demand
Click to hide details




[STEP1] VPN On-demand Configuration

(7)"Add Rule" appears.
Tap "Action".

sseee docomo LTE 3:18 PM 26% E ¢

Cancel Add Rule Save

Rule ID New Rule

VPN on demand rule summary

Action
Connect

Interface Match
N/A

URL Probe

N/A

SSID Match

73

DNS Domain Match
N/A

DNS Address Match
N/A

No Session

(8)Tap "Evaluate Connection" in "Action" menu.
"Add new" will appear.

sese0 docomo LTE 3119 PM

seee0 docomo LTE 3119 PM

Cancel Action Cancel Action

VPN on demand rule details VPN on demand rule details

Connect Connect
Disconnect Disconnect
Evaluate Connection Evaluate Connection

‘hére Ignore

Evaluate connection parameters details




[STEP1] VPN On-demand Configuration

(9)Tap "Add new".
"Action Parameter" menu will appear.
This is VPN On-Demand configuration menu.

essss docomo LTE 3:119 PM

Cancel Action Parameter Save

Domains (required)
} @  Addnew

‘h Domain Action

Connect If Needed

Never Connect

(10)Tap "Add new" for displaying entry field.

seeee cdocomo LTE 3:19 PM 26% H )¢

eses0 docomo LTE 3119 PM 28% 0 )%

Cancel Action Parameter Save

Cancel Action Parameter Save

Domains (required) Domains (required)

t{%") Add new

Domain Action & Add new

Connect If Needed Domain Action

Connect If Needed

Never Connect

Never Connect




[STEP1] VPN On-demand Configuration

(11)Domains(required) = Enter Domain name(Note)
or Hostname(Note) of Application.
Tap "Connect If Needed".

docomo LTE 3:19 PM 28% W4

Cancel Action Parameter Save

Domains (required)

@ Add new ‘b

Domain Action

Connect If Needed

Never Connect ‘b

Note)Detail
Enter the Red Part of following.

[Web application]
Enter the part: [http://] corresponding part [/].

http://sample.test.d-cruise.jp/index.html
*This is the sample

[Mail System]
Enter the part: after[@)].
TS-tarou@mail.test.d-cruise.jp
TS-tarou@mail.test.d-cruise.jp
*This is the sample

If you hope to know more detail, access to the Apple web site.
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[STEP1] VPN On-demand Configuration

(12)Tap "Save" at upper right in Action Parameter menu.

eeeco docomo LTE 2117 PM 96% W)

Cancel Action Parameter Save

Domains (required)
= atitest.d-cruise.jp

@ Add new

Domain Action

Connect If Needed

Never Connect

URL Probe (optional)

DNS Servers (optional)

’%E‘J Add new

(13)Tap "Save" at upper right in Action menu.

eeee0 docomo LTE 1:31 PM
Cancel Action

VPN on demand rule details

Connect
Disconnect
Evaluate Connection

Ignore

Evaluate connection parameters details

— Action Parameter 1

@ Addnew
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[STEP1] VPN On-demand Configuration

(14)Tap "Save" at upper right in Add Rule menu.

®eee0 docomo LTE 1:30 PM

Cancel Add Rule

Rule ID New Rule

VPN on demand rule summary

Action
Connect

Interface Match
N/A

URL Probe

N/A

SSID Match

N/A

DNS Domain Match
N/A

DNS Address Match

N/A

No Session

(15)Tap "Save" at upper right in Edit menu.

seee0 docomo LTE 3:20 PM

Cancel Edit

Name Global-SSL (Cert Authenti...
URL g-ssI3.d-cruise.jp/sm3

Username so-nwg@global

Authentication Certificate

Realm Optional

Role Optional

Connect On Demand A Note)

Click to hide details

Domain and host names that will establish a VPN If you hope to use several applications,

repeat the steps above same times as
— On Demand Rule 1 > . .
number of applications.
[from (6) to (14)])

No Session

This step is completed on above work.
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[STEP2] VPN On-demand Connection

(1)Tap the icon of "Safari" at home menu.

eeeec docomo LTE 1:03 PM
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(2)Access to the application that you want to use.

eeee0 docomo LTE 1:33 PM £ 100% -
atitest.d-cruise.jp 0 ¢

[[ YAt

HALY L3802 FLX ( TFL : QL20:202-399. Mail :, helpdesk@tns.toyotasy com )

(3)"VPN"mark appears at top of the screen and
you are able to Connect to the application.
*It may take several minutes to show "VPN" mark.

*If Safari save the page cache of application, the page shows without "VPN“mark.
In that case try to tap "Refresh" button.

eeee0 docomo LTEI 1:33 PM l’B 100% - [VPN ConneCt]
atitest.d-cruise.jp M\‘ 1:33 PM 4 100% -

sh button]

_ [VPN disconnect]
P e [ etk 1:32 PM £ 100% -

HADH P32 RFLX { TEL : QL20:202:399. Miil 2, helpdesk@tns.toyot com )
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[STEP3] VPN On-demand Disconnection

(1)Tap the icon of "Pulse Secure" at home menu.

ocomo LTE 1:03 PM

FaceTime C \Lu\a| Podcasts Extra
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DNS Lookup Free Trace Free Ping
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eeee0 docomo LTE 1:34 PM

Configuration > |
Global-SSL (Cert Authentication... ‘

-

o
‘33;)

Intranet

so-nwg@global  23:59:33
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[STEP3] VPN On-demand Disconnection

(3)Check disappearance of"VPN"mark at the top of menu.

[VPN disconnect]

ssee0 docomo LTH 1:34 PM 100% '
100% (.
A Secure @

[VPN connect]

:7 Configuration 1:34 PM VPN]| ¥ 100% (N
{(«? Global-SSL (Cert Authentit:ationv..>

/)| Status
-'-V\y Disconnected ) J
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