41 > b5 SSL Type-L(p.e-Netwide i)

imAR M AEEHRY =17

10S mi[FS Access Legacy #IH&EmIT]

Verl.4

KX MY IFLX



TOYOTA

SYSTEMS

cERERE
Ver. HEASE BER |
1.0 iR 2017/7/14
1.1 | XE/EEA A—JEE 2017/8/9
1.2 INRAD— RBE#HROZEE 2018/8/27

BBEMA—LDHEBEIEE

VPN Y T hD/(—S3 > 7y TICHS &1, BRES
1.3 HZEE 2019/1/1
1.4 | JARD— REMHEERGRCEE 2019/4/1

@TOYOTA SYSTEMS CORPORATION All rights Reserved.



" TOYOTA

SYSTEMS

BHiR

BETERBEE ........cooooeieeeee ettt s et 2
(B UBDICETRIF S TEEEUN ettt s s e et es et 4
FUBBZETDTEIL ..ot 5
1.F5 ACCESS LEGACY A I AR Th ..o 6
2AMEIDIT A > ot 8
BEEBAE A S AR )b e 13
BB T T R REETE ...t 17
4-1.VPNiEE  [EBBEEAT : JCRT—RDH] oo 20
4-2.VPN & [BREEAT : JCRD—REGEBAE] .o 24
4-3.VPN &  [EREEATR : BEBAEBDP] ..o 27
DR REEER ..ot 29
[BEBIRTS I IV ettt ettt ettt 32
FAQ B oot 34
BIUNVEIDEE T ottt 34

@TOYOTA SYSTEMS CORPORATION All rights Reserved.



BN Svstenss

FUSICHHRHAHSIEELY

BHEA XA—0I1—Y—% - RRNEFEFY>2TILTT,

EERDOEE CEHEBFROHARIE - WERNS (TS UEABTHR RSN T,

i0S12 BEMD 0S 2 FIADIES, AY_17IEFIATEE A

F5 Access #IAERITOY =17 ZHRALEEL\,

@TOYOTA SYSTEMS CORPORATION All rights Reserved.



IV Svsrens

FIBETOHN

Sl ATNIC KD TEA STEP BERRADF T,

sl I W RADG S (FBEEENSHEEE <ZE\.

STEP  J{RTJ— RDd> JXRAD— R &GEAE HILEES Yy
1 F5 Access Legacy 1 > X b—JL
2 FEOJ+1 >
3 - SEBAZ D1 > X =)L
3.5 - - AT REEE
(XER)
4 VPN 1% VPN 3%t VPN 3%t
(JSXRDT—=RDd) | (JARDT— R UGEAE) (EERHZE D)
7TV —23> D2 FIRA

@TOYOTA SYSTEMS CORPORATION All rights Reserved.



IV Svsrens

1.F5 Access Legacy 1 > A =)L

(1) rApp Store] vV

(2) BRI A —LAIC [f5] EAFU. [f5 access legacy] &5 wv T

ull decome 16:08 o 95% .

o 5 8] Frtil

o f5 access
Q 15
2 5 big-ip edge client

2 o access for iog

. 5 access legacy

Q. fb networks; inc.

2 f& access 2018

@TOYOTA SYSTEMS CORPORATION All rights Reserved.



[ YA

(3) TAF] > [1>Xb—=)L] DIECHYT

[F5 Access Legacy] "> XA h—=)LEans

F5 Access Legacy

LEGALY o

A LEGACY

F5AccessLe...

(4) [F5 Access Legacy] ZicE#ddE [1—H—EEE] "ETRSNBDT

(G =59vT

11— —REEE
ZDTINAZAAND VPN 772 %H0 T
%(ClE. F5 Access BNERICIR> TWD 4
ENHDET,

Frotll

AT [F5 Access Legacy] DA > AM—)ULIFTTTI,

@TOYOTA SYSTEMS CORPORATION All rights Reserved.



IV Svsrens

2. |09 10 >
(1) WmAREERT TEN A —)LZ2RE
XA —)UVEHBREEENER ULV EXFSNET B A,

A= )LENMEWVEE (EHEEREEENSBNEDE S ZS 0,

I A VS > NS SSLIEAZEO <helpdesk@tns.toyotasystems.com>

585% FIRABEDODA-IL7 FLA

442 [ > NS SSL]iEkER5 T8 (ID4) YYYY/MM/DD hh:mm:dd

[A—=ILT>T)IV]

EHA A hFSSLERED oy
FESE: pE ﬁ;.&
[ > b S SSLImFE 8552 7 8 ( @typelp) 2018/07/10

17:11:10

COA-IE BRA-NLFELASCEBNCRELTEDET,
BEOLHELDOREWESE, SFUTTHEA-LOHRERRVELET,

*FEA—NCEBLEVNTIRE W,

R
BHEA-NFELA
#E#ID
HHERINRT—F

FASYRTFLZXA Y 5SS LERBOTCIEWET,
COER, Bt —tRicocg&RuLekEELT,
Hich b soFnad.

LTOFIREZEW, AT FOBRET>TCHEEN,

1. BTFURLESZ U w?
https: [issl-Ua.d-cruise i/
2. BEID. I8 T—FEANLOY 1
3. FLWERT—RFEADL, NKRAT—HOEHR
4. [MAT—FERE, E#5

BIETZ 2 FPELTOURLIEE D ET,
http:/www.d-cruise. jp/service/network(intrajssljp/index htmi

VPNEEY 7 FOEEARE TEDED BN ET,

@TOYOTA SYSTEMS CORPORATION All rights Reserved.



TOYOTA
SYSTEMS

(2) ImAREERTT TBHDA =LA DI > D% )v I U. BT URL N

URL https://ssl-ua.d-cruise.jp

[ A—=ILB>TIL]

KAIFOFIBICREL . 20— FOERFFIT-T I,

il )] R A 0] AT
https://ssl-ua.d-cruise.jp/

L-mlux %-"] ? ] ;'-.ILJD.:J-T:‘I'-{:')
S LR = FEAAL, AT FOE
4. BRA7— FEIFiE BR

[#&#eiR DS H |

' TOYOTA
SYSTEMS

O 1 F1—¥0s1> [UA]

PKSZE

Ty
UA| sxzus~
>

veno (S
x-S

DRV —RET
! DVPNYSAFRY I RESDO—R

FIAI ==

@TOYOTA SYSTEMS CORPORATION All rights Reserved.



IV Svsrens

(3) ImRE R TBAD A —)LAR(CEEEHD [#EH ID] & [#IH88/ (XD — K] &
ABL. TOTA>2] IR =TIUY D,

[EREER—=]

[X—)LAX]

O I Ei1—H0%1> [UATL

b 1EEID

SR AEE

AN 2T —

|2 s sl BREOTS 2057,

COER. ERY - RICIERNIZTILT.
AICH IS E I TENET,

10
@TOYOTA SYSTEMS CORPORATION All rights Reserved.



| A

(4) OJ 1 >#oEmhs MRED/AADT—RI TFHULWLWIRT—R],

[#FT UL RO — R(#EER)] ZAHDUL [changel RF>Z0 1w,

DAz H]

HADFoER

®) S RO—FDAD

e = I AT - FIDEEEEREI T E T

T - LITHERID, VAT —FEAALTOES D,

EHEEALERTE: ZERMO D4 — LB HE L. AT -FEEEIETLER A
PAD-FIde T FOEHFELIIE R TAALTUIE .

EOT AT —F AU~ 3 FEEFAQLUN I2T —F AL —F 33 TOZ 20 1E S8R 003,
FAL

BEID T - |

1 dbeaniiip iy |

| Change
e CIBED)(RT— R - #E (R T— R
e CHULWIRT—R - [E8 %6 WM M ESTX (ERE
HULW IR T — R(EER) — AL
11

@TOYOTA SYSTEMS CORPORATION All rights Reserved.



IV Svsrens

SAD—FoZEE]

RAT—FOHEER

@ AT —FOIE

NAD-FOEBENFETLEL .

A ETHHA/I\ R D — REE (I T T, 20 ZREUCTLSZSL,

EEARD NN\RAT—RODHDIZE — 4-1.VPN EH

sl ATV JN\RAT—R&GIAE FEE FAAEDHES

- 3EEAZEA A=)

NEATLIZELY,

XEIEARAMNONSIRVZE(, BEABEEABHEELZS0,

12
@TOYOTA SYSTEMS CORPORATION All rights Reserved.



IV Svsrens

3.GEAZE1M A M=)

(1)EAF URL .

URL https://ssl-ua.d-cruise.jp

[#&#eiR DS H |

I Svsres

O I F1—¥ad1> IUA]

b iEEID

13
@TOYOTA SYSTEMS CORPORATION All rights Reserved.



| A

(3) ME# IDI & [VXRD—R] ZAAUL. [OTA>] RYZZT W,

O IVFI—Hns4> UAI

(4O A SEDEENS [FERBOA K-~ ZIUv 2,

Ji TOYOTASYSTEMS

[ =il S

[ Ehm—]
R
@ aaa aaaa SADN—

@ T—APBE o S

| P S

b &

= D @typel
SERREAR T

* GIIAE 1R
A
[

b TR ATIAE
2016/09/04

Toyota Digital Cruise CA

A2 —F

RO At

SERE AR A

[[ SERRB -1 ot — |

@TOYOTA SYSTEMS CORPORATION All rights Reserved.

14



UTFHEANKRRENDDT [ A =)L) ZF9vT

FyoeL

BEHE

e

B

ZO771IEA A M=) AR =L

TDC CA Office

TOYOTA DIGITAL CRUISE INC.

ES £

This profile is issured by TDC CA for terminal authentication in the case of
using TDC SSL-VPN service.

HEDVPNERE
2 HFFAE

TOYOTA
SYSTEMS

=52, JXZAO— RMRDESNDDOTIHKICHEESNTLDIEDZ AL

Frroz)l KRAA—KEAD
NRAOD—REAAD

1 2 3

ABC DEF

4 5 6

GHI JKL MNO

7 8 9
PQRS TUV WXYZ

0 «Q

@TOYOTA SYSTEMS CORPORATION All rights Reserved.

15



[ A b=IL] > AR =)L] > [5ET] EIRCEYYT

e e B AVAR=IL

VPN

BEWDIPadDERY NT—2 5T 4w ZIZVPNY— /(KD RE. T
ILEUT FFEREN TWAEEENHD £,

kEZO7OTFAI

COZ7A7F7AIIEBRESNTWERA

70771l

A1VAN—ILET xT

\ TDC CA Office
il TOYOTA DIGITAL CRUISE INC.

ERE XFR
i3 This profile is issured by TDC CA for terminal authentication in the case of
using TDC SSL-VPN service.

HE MEDOVPNHRE
2 GFEAE

|

‘ﬂlll

TOYOTA
SYSTEMS

U ETEAEDA > A M—JLIEETTY,

@TOYOTA SYSTEMS CORPORATION All rights Reserved.

16



(1)

(2)

s SN r=ioy

3.5.A>F7I>R

e AE

[F5 Access Legacy| 741> %=Fv T

C=

8 LEGACY

v Bl v M —
e E]l > [EHEODEN] DIRICYY T
[iPad &I ]
ERETB|RL TS EE L.
Intra-SSL-Typel (Cert Authentication Only)
https://ssl-l.d-cruise.jp/sm3/
TYH—7514ZVPN RS DEN...
B SR RRE L@ﬁ-( ®
Wi e E Uic
[iPhone [&H ]
ees00 au T 17:01 @ 2% MM} || secco au T 17:01 @ G2% .
®RE
I8 —T754ZXVPN
Fb Access ™ @
% R oEN...
Hik— b
F5 Access 1— H- K
Iv&—F54AVPN :
BEHRAERE | Intra-SSL-Typel (Cert... R
BFA—ILOAY
B
N—3) 3 1EH
"R iEnEL
i il o] W il o]

@TOYOTA SYSTEMS CORPORATION All rights Reserved.

TOYOTA
SYSTEMS

17



[ A

(3) T, BERZADLU. [RAAZURN] 25T

O

sIEBAE DEA

Froil BE e

b3 b

.
H—it ssi-lp.d-cruise.jp/sm3

Yrd Oyt ]
MR O ER (}
EERAW @typelp
2—tH

AT —F

AT FER (,)

RAA 2 YR

18
@TOYOTA SYSTEMS CORPORATION All rights Reserved.



| A

(4) [WECSUTERE] OIEEMNS [RAAMZOEN] 25w,

CHR7ITVT—2 32D RAA2ZANL, [TT] Z29vT

P A Ve ER(CFIRPITUT—S3 2D RAA > 4)

{ #E KX YRR

ERL&ZWN

) RXAovo0EM...

P A ivis
2

O RXvoBm...

(5) [#=EI > [MRfFE] DIRCYYT

EXA4> URK e Foil BE R
HEmLAan BRrs
Rt > DEM... H—X ssl-l.d-cruise.jp/sm3
BEICIH U THER
oz adAy
IRB O [ @
RXAA > @Em...
AERAE @typel
—HZ
IN2AT—R
AUFIY RER ()
RAAL YRR

UETALTIYY RERERTT T,

19
@TOYOTA SYSTEMS CORPORATION All rights Reserved.



IV Svsrens

4-1.VPN i [BBEEA T : )\RXT— RdDé]

(1) [F5 Access Legacy] @7 A>=Swv S

C=

A LEGACY

(2) [FRFEM] Z5vT

[iPad &I ] [iPhone [HH]
iPadl = T TEuEi || eeeeo gu T 16:51 @ 63%
F5 Access
Fo Access
it i IY9—751XVPN
| T —F S VPN
IR HAEA fEs s BN
| iR HEREhE Lk |
T R gMiEnE L
# i o ‘iﬁ‘ il O

20
@TOYOTA SYSTEMS CORPORATION All rights Reserved.



IV Svsrens

(3) KT, BRZEADL. [REF] 25V T

c ks £=

ssl-lp.d-cruise.jp/sm1

% % % % x @typelp XImREFRTT 7B A —)LECEDES: ID

[5%EIEIH ] [ImAREEx5T 7@ A —)LXH]

4 eIl

ISR

e ssl-l.d-cruise.jp/sm1

v OsAy

AREOfEA

@typel

ATV RER

MR AT — T

A S BLEREOTIZNET,
COEIZ. RO - ICIEFRLEEEFELT.
ECHUGE I TENET,

21
@TOYOTA SYSTEMS CORPORATION All rights Reserved.



(4) &6l 25v7

[iPad ElH ] [iPhone [H|[H]
P = 16:00 T | 16:53 @ G3%
F5 Access
F5 Access

E

T 5754 VPN
HEmERE
i)

L1

it

=
Lo

C=

IY#H—F5A XVPN

ES T

PR tirEnE L

il 111 o

\

[Password] ZAAD L. TOK] &Fwv T

r

VPNiE#:
FIHEREA DL TLIEE W,

A

l @typel i

ot OK

|

@TOYOTA SYSTEMS CORPORATION All rights Reserved.

TOYOTA
SYSTEMS

22



TOYOTA
SYSTEMS

[iPad ElH ] [iPhone [H|H]
( V| zvs—751zveN
IV9—7514 AXVPN
HER SRR Bt E
e Q)| =& O
i | #EEanE L 000003 @) Wi l B E U7z 00:00:03 '

A\

o

BE(C [ERcNE U] ERRSNNUEERT T T,

@TOYOTA SYSTEMS CORPORATION All rights Reserved.

23



IV Svsrens

4-2.VPN & [BEEA T : /\RAT— R &GEAE]

(1) [F5 Access Legacy] @7 A>=Swv S

C=

L LEGACY

(2) [3E#EsSEl > [Intra-SSL-Typelpl DEEXRS W S

[iPad E]H ]
ERETBERUTIEZ V..
i (O
TV —F51 XVPN B oiBsin...
HEESERTE Intra-SSL-Typel (Use... | (D)
B
Wi viiEnELE

[iPhone [&H ]

esecC au T 16:58 @ 62% M || sanca au 7T 16:58 @ G2% W

HE

IV —TFF514AVPN

F5 A Intes-SSL-Typel [Ussr & Cert Authentication)
L ]
Ccess https:fssl-Ld-cruise.jp/sm2/ @

%C I DIBI...
=k

F5 Access 1—H Ha K

I§ =771 XVPN

2

Rk Intra-SSL-Typel (User...
BT A—=ILoOS
=R
=3 viER
Hin e nk Lk
Ui 111 o i 1] <
HEH < i HEHE S W

@TOYOTA SYSTEMS CORPORATION All rights Reserved.



IV Svsrens

(3) KT, BRZEADL. [REF] 25V T

G * % % % % @typelp Xk ESR5 T Bl A — L RS ID

[R5 TN X — )L S ]

Froti

ol TR Y—EE D, WCONDREMELRECEE A

#
Cvpe M| Zees o — L L2
¥ b

4 FZ BLEREOTIZNET.,
COER. By - RICIERNIZTILT.
AICH IS E I TENET,

(4) [l =59vT

[iPad &I ] [iPhone [EH ]
iFac & 1:37 P E N e = o T
F5 Access
: F5 Access
TP 754 VPN I¥§—754 XVPN

ikt ERERE  Intra-SSL-Typel. (User ...

25 r

PR SR E Tt Lic ﬁﬁ'ﬁ

R rEhE L
w0 e il o’

25
@TOYOTA SYSTEMS CORPORATION All rights Reserved.



\’

| A

[Password] ZAAD L. TOK] &Fwv T

K D |
VPN
BEBREANL TR,
I @typef 4
vyt OK
L W |
[iPad EIH]

[iPhone [HH ]

-

E3
R

\

I5—7Z4 XVPN

EFRLHRE  Intra-SSL-Typel (User & C...

«

I nE Uk 00:00:02 ()

Iv9—7F51ZVPN

ST Intra-SSL-Typel (User...

Bt O

Hor EiEahE L 00:00:06

&,

BE(C [ERcNE U] ERRSNNUEHERT T T,

@TOYOTA SYSTEMS CORPORATION All rights Reserved.

26



4-3.VPN 6

(1)

(2)

[EREE5 N :

[F5 Access Legacy| 741> %=Fv T

(&6l &9V T

L E DY)

[iPad &I ] [iPhone [EIH]
F5 Access
Fb Access

E

Ty F=FFSAVPN

I 9 —75-1ZXVPN

BERSEERTE Intra S8 Typel (S (1)

iR
R e

i} 1l o]

ERARE  Intra-SSL-Typel (Cert...

23
Wi YMFEnE L
L iy o

@TOYOTA SYSTEMS CORPORATION All rights Reserved.

TOYOTA
SYSTEMS

27



TOYOTA
SYSTEMS

[iPad ElH ] [iPhone [H|[H]
( | z»v—7351xveN
IV —7Z4XVPN i
) ERETETE  Intra-SSL-Typel (Cert...
EHFRTE Intra-SSL-Typel (Cert Auth... —
.. =i - )
. @,
220 \_/
. — i EHRI &L 00:00:04
o EfmEnFE Ui 00:00:03 (1)

A

_/

BE(C [ERcNE U] ERRSNNEHERT T T,

*x3-5 AT REREZCFADIBEEFZITVIT—>3 >N

i d SIE(FTHERIIC VPN ERENE T,

@TOYOTA SYSTEMS CORPORATION All rights Reserved.

28



IV Svsrens

5.)\AD0—RZHE

(1) BUF URL N3Z#c

URL https://ssl-ua.d-cruise.jp

[#&#eiR DS H |

' TOYOTA
SYSTEMS

O 1 F1—¥0s1> [UA]

PKSZE

Ty
UA| sxzus~
J

veno (S
x-S

DRV —RET
DBVPNISAF bV IR ESY D O—K

FIAI ==

29
@TOYOTA SYSTEMS CORPORATION All rights Reserved.



IV Svsrens

(2) VRO —REE| RY>=IIvD

O IxFI—¥0s4> [UAT

(3) I-j:ﬁﬁl‘lab IDJ\ FEET:EO)} ()Z'j_ '{J\ |_¥EL/(/\/ (,Z'j_ '{J\

[FTUULRD— R(MER)] Z AU [changel N> Z= 0w,

JSAD Oz H]
1RO —FOEE
®) FRO—FDAH

Chet A AT - FIDEEE SRR ITLE T,

Tht = L TIERID, AT - FE AL TR

FEEANPETT. FRO T4 — LOELEE T AT -FEEIIETLER A
PAD—FIEEFL EOER TR AR R T AL TS

EOM AT —F AR L — | T FEE FAQEUT) A7 — R L —E R T3l JESR I,
FAL

P HAT—FDAD

FEEEID 1T -

s

Fuvao—rh

e |
_ — l/

30
@TOYOTA SYSTEMS CORPORATION All rights Reserved.



IV Svsrens

G . 4B D

° . IBAED) (R T — R
e LR TD—R - B %6 XTI EMTR (RE
L ULV D — R(FER) — B
A\ BEDIRD— RESENDEE(F. DEEBBEA

IR T— Rty hiEZ L TIES0N,

SR OEE]

BAT-FoOEe

®) JRo—rozTE

WA =FOEESRFETLELE.
S OTERL TS,

UET/IKIRD—REE(FTT T,

31
@TOYOTA SYSTEMS CORPORATION All rights Reserved.



IV Svsrens

[EE]1LS5TI>a—b
VPN EFEATERVEAE, UFFIEZREL T,

B UTZBIRENDRAIN — 2 F—NEM LS TEE0N,

[iPad ZZFHDHZE]

[RE] > BIR—K] > [BFA-)LoOT] 29V T

iPad = 14:48 - 30%E I F
BE -k
B et 0
F5 Access 21— #-1 K
EEis *J
EBF Aoy ]
=37 g 15
I iy {:I-

32
@TOYOTA SYSTEMS CORPORATION All rights Reserved.



IV Svsrens

[iPhone ZZFIFADHZE]

[E] > [BFA-LOOT] 2FvT

essee0 ju T 14:47 @ 57% W )

IV9—7Z4AVPN

Intra-SSL-TypelL (Cert Authentication Only) @
https://ssl-l.d-cruise.jp/sm3/

Bt DB ..

HiRk— bk

F5 Access 21— A1 R

BFA—/LoOY
N

IN—3' 3 ViER

Lo iy =

33
@TOYOTA SYSTEMS CORPORATION All rights Reserved.



IV Svsrens

FAQ &
CARBARILUT FAQ U1 hESIRL 2L

[-1> = SSL Type-L FAQ B ]

http://www.d-cruise.jp/service/network/intra/ssl/jp/faq/faq_ssl_typel_jp.html

BHLWSDHE%
HEE T U TR AEE < 20

[ RN ZRFALAX HRAIY—1>25—]

24T 05 24h365

MIHSE HAFEDH

TEL 0120-202-399

ET helpdesk@tns.toyotasystems.com

34
@TOYOTA SYSTEMS CORPORATION All rights Reserved.



