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9.2. Access rights 

Access rights are set when creating the services and folders. The operation that the destination 
user can do for service or folder is specified by setting the access rights.

[List of access rights] 
Access rights Explanation Remarks 

ALTER All functions are available for the data within the 
folder. 

Authorization for owners and 
Super-users 

READ/WRITE [Available functions] 
- Upload 
- Download 
- Open (Display) 
- Open (Input) 
- Copy (Browse) 
- Copy (Create) 
  => If access right is ALTER or READ/WRITE at 
copy destination folder 
- Delete 

=> Only data uploaded by operation user/process 

Authorization for users 

READ [Available functions] 
- Download 
- Open (Display) 
- Copy (Browse) 

Authorization for users 

NONE Services or folders will be unavailable.  Authorization for users 

[Setting example of access rights] 

Design service 
Access rights: READ 
Destination: X_sha, Y_sha

Part folder 
Access rights: READ／WRITE
Destination: X_sha, Y_sha 

Plan 

Access rights：READ 
Destination: X_sha, Y_sha 

Access rights are set at each folder. 

Access rights are set at each folder. 


